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Typical Issues
● Unreliability

– Data corruption
– MMC errors



Typical Issues
● Poor Performance

– Not meeting manufacturer claims
● Poor Life

– Card failures



A typical SD Card

2007 era SD card



A typical SD Card

NAND Flash Memory Chip
Hynix 8Gbit SLC

SD Card
Connectors

SD Controller 
(microcontroller)



NAND is Everywhere

NAND

SD / microSD

NAND 
Inside

eMMCSD / microSD SSDSD / microSD USB

NAND 
Inside

Image: https://www.westerndigital.com/en-se/products/outlet/internal-
drives/wd-green-sata-2-5-ssd

Image: 
https://commons.wikimedia.org/
wiki/File:SanDisk-Cruzer-USB-
4GB-ThumbDrive.jpg



A typical SD Card

2023 era SD card



A typical SD Card
Sealed Block

Empty Space



A typical SD Card

SD Card
Connectors

NAND and Controller



NAND 101



MOSFET

MetalSource Drain

Control 
Gate

Body

Oxide

Image: 
https://www.microchip.com/en-us/products/power-
management/power-mosfets
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Floating Gate MOSFET
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Threshold Voltage Varies with Electrons
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NAND vs NOR
● NAND/NOR both uses floating 

gates
● Difference is how they are 

connected (series/parallel)
● Significant side effect:

– Erase in blocks
– Read/Write in pages

Image: https://www.embedded.com/flash-101-nand-flash-vs-nor-flash/



Access Limitations

Block of NAND pages

Erased NAND page

● We start with a single 
block of erased NAND



Access Limitations

A B C

D E F

G H I

● Let’s write each page

Programmed NAND page



Access Limitations

A B C

D E F

G H I

● Let’s write each page

How do we change the data in 
this page?



Access Limitations

A B C

D E F

G H I

A B CB C D A B CE F G A BH I

● A simple approach 
would first copy all the 
data that  we need to 
keep

Perhaps temporarily kept in RAM



Access Limitations

Freshly erased block

● Next we erase the 
whole block

A B CB C D A B CE F G A BH I



Write Amplification

J B C

D E F

G H I

● Then we write it back
● Host wrote 1 page
● SD Controller wrote 9 

pages
● Write Amplification 

Factor of 9x
● Will be slower



Access Limitations

A B C

D E F

G H I

● A more sensible 
approach

How do we change the data in 
this page?



Access Limitations

A B C

D E F

G H I

● Instead lets write out 
of place

● You now have a log 
based flash translation 
layer mapping logical 
blocks to device 
blocks

J



Garbage Collection

A B C

D E F

G H I

J K L

M N O

P Q R

S T U

V W X

Y Z 1

How do we change the 
data in this page?



Garbage Collection
How do we change the 
data in this page?

A B CD E F G B CI S A BV W

A B C

D E F

G H I

J K L

M N O

P Q R

S T U

V W X

Y Z 1

BZ



Garbage Collection
How do we change the 
data in this page?

A B CD E F G B CI S A BV W
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Garbage Collection
How do we change the 
data in this page?

A B CD E F G B CI S A BV W

J K L

M N O

P Q R

BZ



Garbage Collection
How do we change the 
data in this page?

J K L

M N O

P Q R

D E F

G I S

V W Z

A B C

D E F

G H I



Garbage Collection
How do we change the 
data in this page?

J K L

M N O

P Q R

10D E F

G I S

V W Z

A B C

D E F

G H I

● Host wrote 28 
pages

● SD Controller 
wrote 37 
pages

● WAF: 1.32x



Where does it go wrong?



Leaking Electrons and Oxide Wear

Photo by ICE, “Memory 1997” 22482 (see https://dokumen.tips/download/link/section-10-flash-memory-technology.html) 



TLC
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Limited Lifetime
● SLC: 10,000 P/E
● MLC: 3,000 P/E
● TLC: 1,000 P/E
● Wear Levelling helps even wear



Read / Program Disturb
● Reading a NAND cell can increase threshold voltage on 

related cells
● Due to parasitic capacitive coupling programming one cell can 

adjust threshold voltage on nearby cells
● ECC can mitigate these effects



ECC



Firmware
● Goal of firmware is to overcome these challenges through:

– ECC, Wear Levelling, Garbage Collection, FTL
● Yet completely black box
● Aim is to present uniform block interface



Performance side effects
● Sequential faster than random
● Write amplification (impacts performance 

and wear) – larger writes are quicker



Experimental Testing



SD Card Test
● How long will they take to break?
● What effect does access patterns/size have?
● How will they break?





Test Setup
Raspberry Pi 4

4x Pico Zero 2 W

4x Micro SD 
Cards

Cluster Hat

MicroSD to SD



Test Setup

● Use fio (Flexible I/O Tester) to write full SD card and verify its 
contents:
– 512 Kb Sequential
– 512 Kb Random, 128 Kb Random, 4 Kb Random

● Capture logs (kernel/fio) and block stats



Estimate Life
● 7.28 GB SD Card
● MLC with 3000 P/E cycles
● 7.28GB x 3000 = 21.3 TBW ?



Estimate Life

As of April 2024, see datasheets at https://www.transcend-info.com/Embedded/Product/memory-cards



...and then we waited….



...and then we waited….



8GB SD Cards

Still going...



How did it fail?



How did it fail?



How did it fail?



How did it fail?



How others fail (Sandisk)
$ # Write to card
$ echo world > /media/andy/0CCD-CCEB/hello
$ cat /media/andy/0CCD-CCEB/hello world
$ sudo umount /media/andy/0CCD-CCEB

$ # Read file after remounting
$ cat /media/andy/0CCD-CCEB/hello 

$ # Try again after reinsert or dropping caches
$ cat: /media/andy/0CCD-CCEB/hello: No such file or 
directory



Estimate Life Revisited
● We achieved beyond 42.87 TBW
● At least 6030 P/E cycles
● Write amplification:

– 4kb Random: 5.64 TBW (> 7.60x)
– 128kb Random: 17.98 TBW (> 2.38x)
– 512kb Random: 27.17 TBW (> 1.57x)



Write Amplification

A B

D E

A B

D E

A B

D E

A B

D E

4 erases to provide 1 
new block (4x)

A B

D E

A B

D E

A B

D E

A B

D E

4 erases to provide 2 
new blocks (2x)



Practical Steps



Reduce workload
● Reducing workload will reduce P/E wear and prolong life
● Determine volume of I/O with block layer statistics

● Identify and remove unnecessary writes (blktrace)
● R/O filesystems, access times, logs, temporary data

Write I/O requests
Write sectors (512b)



Reduce amplification
● Favour sequential large writes with limit amplification and 

improve performance
● Determine average write size of I/O with block layer statistics or 

iostat
● This is really hard...



● Application writes to filesystem
● Data sits in page cache
● The kernel decides when and how these 

dirty pages are written out
● Block layer / IO schedule can reorder, 

combine, split write requests
● Application workload will look different to 

workload at device

Path through kernel
Application

VFS / Page Cache

Block Layer / blk-mq

Physical Driver



Reduce amplification
● Consider filesystem type and cluster size (how card formatted)
● Experiment with IO schedulers and tuneables

- mq-deadline and large nr_requests
● Watch out for direct IO and over zealous use of sync
● Use fio to replay a blktrace workload (quickly) and iterate
● Use discard, fstrim, blkdiscard



Over provision
● SD card life varies with amount of NAND
● Thanks to wear levelling, with more NAND the card will last 

longer
● Buy a larger card or use a card with a higher TBW
● Unused NAND reduces write amplification



Speak to Vendor
● The firmware can make a large difference in terms of 

amplification
● The firmware can provide additional commands that indicate 

wear
● There are a wide range of cards to specific purposes
● Maybe SD cards are not the right solution for you



Performance
● Is the SD card a bottleneck? Use iostat:

- Utilisation: %util
- Average Write Size: wareq-sz
- Average Throughput: wkB/s
- IOWait: %iowait



Performance
● Many speed classes make very specific assumptions not 

achieved on Linux (Particularity for video classes and UHS)
● Other assumptions assume use of exFAT, write size, etc
● A1 cards guarantee IOPS with 4KB RU
● SD card specification assumes Access Unit (erase block group 

size) is 4MB (cards up to 32GB) and 64MB (larger cards)
● SD card specification assumes Read Unit size is likely 512KB



Performance



Performance



KrillKounter
● KrillKounter persistently logs block 

layer statistics
● Really simple, but allows you to 

determine wear on card
● We hope in future it will be 

expanded to provide predictions 
and support for other flash media 

● github.com/The-Good-Penguin/tgp-
krill-kounter



Summary
● Access patterns have an impact on performance and wear
● Sequential large accesses are usually better
● Over provision for improved endurance
● Don’t rely on SD card performance classes
● Measure at the block layer and optimise
● Choose an SD card wisely



Questions?
amurray@thegoodpenguin.co.uk
www.thegoodpenguin.co.uk

mailto:amurray@thegoodpenguin.co.uk
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